
[image: ]
Guideline for text and consent regarding students’ and parents’ personal data / 18 April



Guideline for application form, obtaining new consents at the schools and template to be used in connection with obligation to provide information 


Introduction
The joint working group of the school associations regarding the Danish Act on Processing of Personal Data has prepared a guideline for processing students’ and child custody holders’ personal data and templates to be used in connection with preparation of consent forms. 

This guideline has two purposes: 
1) To explain and clarify how the school must process existing students’ and their parents’ personal data and how the school obtains new consents and permissions 
2) To explain and clarify what the schools must and should be aware of in connection with admission of new students
Reading guide
The guideline is divided into three parts.
 
The first part explains the principles for giving consent and consent in relation to age. 

The second part concerns data that the school is always obliged to collect and process. This comprises necessary data that the school is obliged to collect regarding the student and his/her parents in order to fulfil the obligations as a school. In this connection, necessary data includes ordinary personal data such as name, address, telephone number and civic registration number. 

The school must provide information on its privacy policy, including information on the processing of personal data and the rights of the data subject. For this purpose, the school may choose to make a reference to the school's website with a link or to make an appendix to the application form. This is described in the section on the school’s obligation to provide information in connection with collection of personal data and in appendix 3.

The third part concerns consent for obtaining personal data and permission for other purposes. These consents for obtaining personal data and permission for other purposes may vary between schools. The various consents should therefore not be viewed collectively but rather as individual consents. The school may therefore use these depending on whether the school processes this type of data or need the relevant permissions. In other words, not all the consent types described are relevant for all schools.

Happy reading






First part

Consent

Consent may be withdrawn at any time. The consent is no longer valid if the purpose for which the data are being processed changes or there is no longer a purpose. 
The consent must clearly state that the person signing it accepts the processing and storage of the data. The consent must be in writing and must also be:

Clearly separated from the rest of the text - For example, it must not be hidden as part of the text, written in small print or the like.

Voluntary – Consent must be given based on a genuine free choice. An agreement/contract must not be conditional upon provision of consent for processing of data that is not necessary.

Specific – The data comprised by the consent for processing must be specified.
Informed – It must be explained what the consent involves and information must be provided on the right to withdraw consent.

Unambiguous/explicit – There must be no doubt that consent is given to the processing of the specific data. If consent is requested for processing of sensitive data the specific purpose of the collection of each individual piece of data must be stated in the consent.

Consent in relation to age

Consent from children/adolescents under the age of 18 
In Denmark, children and adolescents under the age of 18 who have not entered into marriage are minors and are therefore not of legal age. They are therefore not able to give consent on their own behalf. The custody holder gives consent on behalf of the child. 

With the General Data Protection Regulation of May 2018[footnoteRef:1] and the bill for the new Act on the Protection of Personal Data, the age requirement will change so that in future children/adolescents over the age of 13 will be able to give consent on their own behalf in connection with information society services such as Facebook, Instagram and Snapchat. The age requirement is not extended to include any other form of consent. This means that a criterion of individual maturity will still apply.  [1:  EU’s General Data Protection Regulation enters into force on 25 May 2018.] 

Criteria for determining when the child is able to give consent on own behalf: 

· If the adolescent is able to submit an application to an authority, for example, he/she must also be able to give consent for the necessary subsequent procedural steps, including collection and disclosure of personal data. 
· If the adolescent has the necessary maturity within the relevant area to understand the implications of the consent and there is reason to assume that there is silent consent from the custody holder or that the custody holder will not object to the consent.
Consent for students over the age of 18
Students over the age of 18 are regarded as adults and of legal age. This means that the student must give consent on his/her own behalf. 

If, while being enrolled at the school, the student reaches legal age, the school is obliged to obtain new consent. The previous consents given by the student's custody holders are no longer valid and must therefore be renewed and signed by the student. The same consent requirements apply to this situation and the school may take this opportunity to mark the student’s new life as an independent person of legal age. This could be in connection with a meeting at the school or an information letter on the new consent form.

To avoid any uncertainty as to the future cooperation, the school should take this opportunity to clarify the situation on school fees (who pays) and determine whether the parents should be informed and invited in connection with future events at the school. This also requires consent from the student. 

Second part

Ordinary data

The school needs to collect personal data on students and their parents in connection with admission. The school uses this personal data only for the fulfilment of its obligations as a school. 

The school generally collects personal data on a student such as name, address, telephone number, sick days and other necessary data in order to run the school. However, the school also needs to collect the student's civic registration number. This is, inter alia, to fulfil the school's obligations to the Danish Ministry of Education so that it may apply for subsidy and so that the Ministry of Education may verify that the student is not registered at more than one school.

The school also collects ordinary personal data on the parents. This is to secure the necessary data on custody and to be able to provide data regarding the school and the student.
As a main rule, the school needs the following data on the student and the parents: 

Data on the student 
· Name, home address and civic registration number
Data on father 
· Name, address in the Danish National Register (Folkeregister), telephone (private and work), email address
Data on mother 
· Name, address in the Danish National Register (Folkeregister), telephone (private and work), email address 
The obligation of the school to provide information in connection with collection of personal data (see appendix 3)
On the school's website (insert link to school's website) or as an appendix to the application form, the following must be detailed:

· The purpose of the collection of personal data
· Rules for disclosure of personal data to others 
· Duration of storage of personal data 
· The rights of the data subject 
The school points out that parents must acquaint themselves with the school policies regarding data collection, disclosure and storage and the rights of the data subjects. 

Signing (this section is inserted at the end of the application form) 
It is a precondition for admission of the child to the school that the custody holders agree on the enrolment of the child. Both custody holders are therefore required to sign this form if they have joint custody. 

If one parent has sole custody only this parent must sign the form. The school may request documentation for custody. 
If, during the child’s enrolment at the school, there are changes to custody the parents are under an obligation to inform the school of this.

_________________		________________________________________
Date			Signature, custody holder 

_________________		________________________________________
Date			Signature, custody holder	

Third part 

Consent for obtaining personal data and permission for other purposes.

The school must only obtain the consents and permissions that are relevant and of current interest to the school. Consents and permissions must therefore not be obtained on the basis of an assumption by the school that it will need these at some point in the future. 

Each of the sections below starts and ends with scissors and a dotted line to indicate what needs to be copied to the school’s admission form or used for new consents for existing students.

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------
Loyalty to the school's values, termination of enrolment etc. 
The school points out that parents must acquaint themselves with the school’s by-laws on the school's website and that parents must be loyal to the school’s values and established rules and guidelines. 

The school has a set of rules on payment and fees which parents are required to read on the school's website (refer to link) and we especially emphasize that both custody holders are liable for payment of school fees.

If the custody holders wish to withdraw the child from the school they must contact the school office. The school points out that it has a set of guidelines for notice of termination etc., which may be found on the school's website (refer to link).   



-------------------------------------------------------------------------------------------------------------------------------------
Info lists
The school has a practice for drawing up and distributing info lists to the parents so that they may contact each other in connection with social events, play dates etc. The school therefore requests permission to disclose the following data on the child and the parents: Name, telephone number and email address.  

Consent is given for: 

     the school to distribute an info list containing solely the above-mentioned personal data.  
The school points out that this consent may be withdrawn at any time. A written request must be sent to the school office regarding this.

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------
Consent to obtain special data
In addition to the collection of ordinary data, the school needs to collect a special category of personal (sensitive) data to ensure that the student receives the best possible learning experience and thrives at the school. 
The school specifically needs to have data on a student's previous schooling, including support and assessments made through Pædagogisk Psykologisk Rådgivning (PPR) (Pedagogical Psychological Counselling).

Consent is given for: 

     The school to obtain data from Pædagogisk Psykologisk Rådgivning (PPR) regarding my child.

     The school to use health information which we have given the school or which has been received by the school from a third party and of which we, the parents, have been informed, for example information from the school nurse, psychologist etc.

The school points out that the above consent may be withdrawn at any time. A written request must be sent to the school office regarding this. 

Consent to obtain data from the child's kindergarten and previous school 
Reference is made to appendix 1 and appendix 2. 

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------
School’s use of photos and videos on various media 

Situation photos
In connection with visualisation of the school's offers, everyday life etc., the school publishes photos in various contexts, including different social media.  

The school publishes only harmless photos of students. The crucial criterion in connection with the assessment of any publication is that the person in the photo must not have reason to feel exposed, exploited or violated. 

Portrait photos
The school must have obtained consent before publishing photos in which your child can be clearly identified (class photos and portrait photos). 

Consent is given for the school to use class photos and portrait photos on the following media:
 
     The school’s website 
     The school's Facebook page (any other social media must be mentioned individually) 
     The school's intranet
     Folders and leaflets

The school points out that the above consent may be withdrawn at any time. A written request must be sent to the school office regarding this.

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------
Transport on carrier cycle 

     Consent is given for my child to be transported in a carrier cycle properly strapped in and wearing a certified safety helmet.
The school points out that this consent may be withdrawn at any time. A written request must be sent to the school office regarding this.

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------
Car transport permission 
The school must obtain permission before a child, in special cases, may be transported in a private car by staff or parents in connection with outings and the like arranged by the school. 

     Consent is given for my child to be transported in a private car during school hours in connection with outings and the like.  
The school points out that this consent may be withdrawn at any time. A written request must be sent to the school office regarding this.

-------------------------------------------------------------------------------------------------------------------------------------
[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------
The school must obtain permission before a child can leave the school grounds in accordance with the school’s guidelines on this subject (see link to the school’s website or other distributed material). 

     Consent is given for my child to leave the school grounds. 
The school points out that this consent may be withdrawn at any time. A written request must be sent to the school office regarding this.

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------


Appendix 1

Consent to obtain personal data from current or previous school
To provide the best possible basis for learning and well-being at XX School the school needs to have information on the student’s current or previous schooling and any support which the student has received. 

In this connection, XX School requests your consent to obtain the data mentioned.

The data will be treated confidentially and only relevant employees will obtain access to it. 

XX School is hereby given written consent to obtain relevant data from: 
· Current and previous school
· PPR in the municipality of domicile

Name of student: ______________________________________________________________________________________

Student's civic registration no.: _______________________________________________________________________________________

Current school, grade and municipality: _______________________________________________________
_______________________________________________________________________________________

Custody holder: _______________________________________________________________________________________

Address: ________________________________________________________________________________

Tel. no.: _______________________________________________________________________________________

Custody holder: _______________________________________________________________________________________

Address: ________________________________________________________________________________

Tel. no.: _______________________________________________________________________________________

_________________		________________________________________
Date			Signature, custody holder 

_________________		________________________________________
Date			Signature, custody holder	

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------


Appendix 2

Consent to obtain personal data from current or previous kindergarten   
To provide the best possible basis for learning and well-being at XX School the school needs to have data on the student’s previous institutional life and any support which the student has received. 

In this connection, XX School requests your written consent to obtain the data mentioned.

The data will be treated confidentially and only relevant employees will obtain access to it.  

I/we hereby give XX School written consent to obtain relevant data from: 
· Current or previous kindergarten such as general opinions and language test
· PPR in the municipality of domicile

Name of student: _____________________________________________________________________________________
Student's civic registration no.: ______________________________________________________________________________________
Current kindergarten, section and municipality: _______________________________________________________________________________________

Custody holder: _______________________________________________________________________________________

Address: ________________________________________________________________________________

Tel. no.: _______________________________________________________________________________________

Custody holder: _______________________________________________________________________________________

Address: ________________________________________________________________________________

Tel. no.: _______________________________________________________________________________________

_________________		________________________________________
Date			Signature, custody holder 

_________________		________________________________________
Date			Signature, custody holder	

[image: scissors icons]-------------------------------------------------------------------------------------------------------------------------------------------





Appendix 3


EXAMPLE of fulfilment of the obligation to provide data for example as text on the school’s website or for inclusion in connection with collection of personal data.

XX School is established at the following address: 
XXX street 1  
1111 city 

1. We are the data controller - how do you contact us? 
We may be contacted on telephone number _______________ and on email address ______________________.
The school’s CVR number is ____.

2. Purposes of and legal basis for processing you and your child's personal data 
We process your data in order to fulfil our obligations as a school in accordance with Danish Act on independent schools and private primary and lower secondary schools etc. and associated rules. For example, we collect student and parent data in connection with a student’s admission to the school in order to qualify for subsidy.  
We also collect personal data on board members because it is a legal requirement and we use information on external cooperation partners in accordance with the contract we have concluded with these. 

3. Category of personal data 
We generally process solely ordinary data such as name, address etc. However, in a few cases we process a special category of personal data (sensitive data) such as health information on the child. This takes place after having obtained specific consent.

4. Recipients or category of recipients 
As a main rule, only the school uses personal data on students and parents. The school has guidelines stating which personal data are used and in which situations an employee has access to personal data on students and parents. For example, as a main rule, only the head of the school has access to all data and the class teacher has only access to data on the child for whom the teacher is class teacher.  

We also disclose data to the Ministry of Education and other public authorities when we are required to do so.  

However, the school also uses external suppliers in connection with, for example, electronic processing of data (see link to 
our data processors). These external parties only process our personal data in accordance with the instructions included in a data processing agreement concluded by the school with the supplier. 

5. Storage of personal data 
The school stores personal data in accordance with the relevant guidelines (see link). We generally only store personal data when it is necessary to fulfil our obligations as a school. For example, as a main rule, we delete data on students and parents when the student leaves the school. 

6. Right to withdraw consent 
You are entitled to withdraw you consent at any time. You can do this by contacting us using the contact information stated in clause 1. 
If you decide to withdraw your consent it does not affect the legality of our processing of your personal data on the basis of your previous consent and up to the time of withdrawal. If you withdraw your consent it only takes effect at that time.  

7. Your rights 
According to the data protection rules, a data subject has a number of rights with respect to the processing of personal data by the school.
To exercise your rights you must contact us. 

Right to view data (right of access)
You have a right of access to the data that we process about you and various other data. 

The school may charge a fee for this work. This must be a reasonable fee in view of the administrative costs of providing the relevant data. On its website, the Danish Data Protection Agency states that a private data controller may charge DKK 10.00 for each page or start of page, but not more than DKK 200.00. [footnoteRef:2]  [2:  https://www.datatilsynet.dk/borger/mine-rettigheder/indsigt/ ] 


Right to rectification 
You are entitled to have incorrect data about you rectified.

Right to erasure 
In special cases, you are entitled to erasure of data about you before the time of our ordinary general erasure. 

Right to restriction of processing 
In certain cases, you are entitled to restriction of the processing of your data. If you are entitled to restriction of processing we may, in future, only process the data, except for storage, with your consent or for the establishment, exercise or defence of legal claims or to protect an individual or important public interest. 

Right to object 
In certain cases, you are entitled to object to our legal processing of your personal data. You may also object to the processing of your data for direct marketing. 

Right to transmit
In certain cases, you have the right to receive your personal data in a structured, commonly used and machine-readable format and to have these personal data transferred from one controller to another without hindrance. 

You may find more information about your rights in the guidelines on the rights of data subjects issued by the Danish Data Protection Agency on www.datatilsynet.dk. 

8. Complaint to the Danish Data Protection Agency 
You are entitled to submit a complaint to the Danish Data Protection Agency if you are dissatisfied with the way in which we process your personal data. Contact information for the Danish Data Protection Agency is found on www.datatilsynet.dk. 
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